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“3aflaum U CPOKM nmp,pel-lmo CNOB
TMMHA3UUN Ne205

M3yuenue Bompoca nepexosa (ceHTsOpb 2010).

Onpenenenvie TpeOOBaHUSI K WHPOPMAIMOHHON CHUCTEMe U BBIOOP
KOHQPUTYPAIUIO ceTH (CeHTAOPH 2010).

TpebosaHus k cemu:

leotinas cucmema 3aepysku (Windows-Linux) e IIK komnbiomepHbix
Ka1accax.

Ob6ecneuumsb pasmeweHue ¢atinog admMuHuUCMpayus, yuumesnet u y4awuxcs
Ha cepsepe u paspabomky noaumuku docmyna (CAHKYUOHUPOBAHHbBIU
docmyn) K HUM.

Obecneuumb  YeHMPANIU308aHHbLIU  CAHKYUOHUPOBAHHBIU  8blX00 8
HumepHem c¢ ¢uabmpayueli KOHmMeHMa HA OCHOBe npokcu cepgepa (4
YpPO8HsA punbmpayuur).

Ob6ecnewums pabomsbt cucmemovl «I[IAPATPA®» 8 coomeemcmeue ¢
mpebosarusamu 3akoHa o 3awume I1/]H.

[losviweHHbIT yposeHb 3awumbl JaHHLIX OM 0MKaAld cucmembsl U
g8mopxceHuUsl, a makxice 6bICMPO 80CCMAHOBNAeHUe Hatinosoli cucmembsl C
daHHbIMU nosib3osameetl.
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~3JTanbl pa3BepTbIBaHUA CETU H

ocHoBe C[10.

N3yuyenune nuctpubyTUBOB Linux cepBepos.

BeiGop muicTpubyTHBa, ycTaHOBKa cepBepa Ha ocHoBe CITO,
TeCTUpOBaHUe (CeHTsIOph 2010).

[Tepenoc mHPOpMaruu ¢ cepBepa Windows 2003 Server Ha
Linux Server (oKTss6pb 2010).

[Tepexom unTepHeT mocrymna Ha Linux [Ipokcu (oKTIGpH 2010).

YCTaHOBKA  CHUCTeMbl JABOMHOM  3arpy3Kd, HACTPOMKA
nepudepus. (mexkabpp 2010).

l_[ep)exoa ydainuxcss Ha oOydenue Ha ocHoBe CIIO (suHBapb
2011).

OG6yuyeHre y4yuTeae TI'MMHA3WUKM 110 BOIPOCY MPHUMEHEHHUE
CITO (maprt 2011).

Nzydenue Boamoxkaoctu CITO a1 mpeameToB (ampesb 2011).
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“YcTaHOBKa cepBepa Ha ocHoBe CMO

CepsBep- Linux Zentyal

Cy>kObI:
e DNS,
e PaiinoBbBIN CepBep,
e Web server,
e [Ipokcu cepBep ¢ puabTpaliiei KOHTEHTA,
e MOHUTOPHHT HAarpy30K CeTeu,
°* AHTUBHUPYCHAas 3aLIUTQ,

* ABTOMaTHU4eCKOe COXPaHEeHHEe HaCTPOEK CUCTEM IO
npuHIuy: Obnako mexHonoz2uu,

* YnoGHas cucteMa 0OHOB/IEHUS cepBepa.
Homen: gym205-linux



Zentyal - PaGoumih cT¥

®arin  Mpaeka Bua MypHan 3aknaakn MHCTpyMeHTel  Cnpaska
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CamMble NonynApHble ’ Ha4anbHaAa cTpaHiua NeHTa HoBOCTEA
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Subscriptions & Services
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B3aumopencresue nonbsosartenennt Windows u Linux ¢ cepsepamm.

Ilonp30Barenp
Windows

Ayr¢nTrduka
1Q/Ib3QBATE /IS

Windows Server
2003

Ilonp30Barenp

Linux

AyTeHTHPUKAIIASA
MOJTb30BaTeNsT

Server Zentyal Linux



B3aumopencreue nonb3osarenet Windows um Linux ¢ cepsepom.

Ilonp30Barenp

Ilonp30Barenp
Windows

AyTteHTUdUKALIUAS
TTO/Tb30BaTEIST

Server Zentyal Linux



O6/ecnequme paboTbl cncTembi-«[1APATPADY, o

Co3maHre Oe30TmacHO aBTOHOMHOM CeTHU It pAOOTHI CHCTEMBI
«[TAPATPA®» c BeimoiHeHEM TpeOoBaHMM 3a1uThI [1/1H.

Ob6ecneuyeHne HauOOMBITUM KosmmdecTBOM APM mis yaureneid.

Xapakmepucmuxku APM.
OnepauuonHasa cucmema Windows (Linux Wizard).
Paboma nHa omdenvHoli nodcemu ¢ pukcupo8aHHbIMU adpecamu.
Hem ebixoda k Mnmeptem.
MuHumanbHas ycmaHoeka npo2pammHozo obecneuerus (open
office, anmusupyc).
Hem docmyna no WIFI.
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ObecneyeHne LEHTPAIM30BAHHOTO
CaHKUMOHMPOBAHHOIO BbiXxoaa B UHTEpHET C
dunbTPaUMEN KOHTEHTA HA OCHOBE NPOKCKU
cepsepa CMO ana scex nonb3oBaTesien rTMMHa3nmn
No205.
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Cxema TeXHMYeCKOU opraHu3auum
BbIXOa B UHTEPHET B LWKoOJE C

pPa3sHbIMU YPOBHAMMU GUAbTPALLUN
KOHTEHTa.



~ Cxema TexHN4eCKoii OpraHi HTepHeT

B LUKOJIE C pa3HbIMM YPOBHAMU PUALTPALUU KOHTEHTA.

[Mpokcn Cepsep
Zentyal- Linux  CepBep nposepsieT:
AyTeHTUMKaLmsa nonb3oBaTterns

Monutuka rpynnbl

PaspelueHne DNS
Pacnucanwue dunsTp
MonuTuka npoduns (netpolice)

pacwmpeHune ganna,

IME T1nblI,

YepHble cnnckn
agMUHUCTpaTopa

dannbl ¢ YepHbIMU
agpecamu: urlblacklist,
Shallalist .
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. ACTPOUKA NMONMNTHUKU-
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-~ Filter Profiles » usuarios (nokazars nosoums)
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Pabouuii cton i
Use antivirus:

(

Craryc moayns

Cucrema
Cete Content filter threshold
06bexTbI Use default profile threshold:
Cny>x6bi Threshold: Strict
This specifies how strict the content filter is.
Monutop
Logs
Events J File extensions filtering l MIME types filtering Dornains filtering for filter group
Backup

Hcnonezosare Npodmab Mo YMOAYHAHMIO A8 GMABTRALPM MO PAcLUMpEeHMID
Software Management Podh Y b PaLps L B

Mcnoneso0BaTe KOHGUIYpaunk NPodKrna No YMONYaHHUIO:
NMoanucka

Gateway
HTTP Proxy
obwme 0 Mcnonb30B8aHHE KOHBHUIYPaLKUKH NPOGHAA N0 ¥YMONYSHH

¥npaeneHue Nonocoi
nNponycKaHna

Monutnka ofbexkTos

FpYNNoBsan NoNHUTHKS

Npodwnu duneTpa
Traffic Shaping
RADIUS

Firewall

Cucrema
obHapy>xeHun
BTop>xeHui (COB)

¥PN

Antivirus
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DHCP
DNS
Web Server

FTP ~
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CamMble NoNyNApHLIE ’ Ha4anebHaa cTpaH1ua Eil NeHTa HoBOCTEM
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MouuTop

Logs

Events

Backup

Software Management

NMoanucka
HTTP Proxy
Obwne

Ynpasnenue nonocoi
NPONYCKaH1A

MonutHka ofbekTos
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Traffic Shaping
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Firewall

Cucrema
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¥PN

Antivirus

DHCP

DNS

Web Server
FTP

Certification Authority

Users and Groups
User Corner

File Sharing

Content filter threshold
Use default profile threshold:
Threshold:

Strict

File extensions filtering

Disabled

Very permissive
Permissive
Medium

Very strict

ict the content filter is.

Domains filtering for filter group

Domain filter settings

Block not listed domains and URLs:

Block sites specified only as IP:

Domains and URL rules
4P AobaEnTs HoBOE

Use default profile for domain filtering

Use default profile configuration: O

O

If this is enabled, any domain or URL which is neither present neither in the Domains and
LRirules nor in the Domain list files sections below will be forbidden.

4P AofaenTe HoBOE

] | [ Ha#th ]
Domain or URL Policy Action
gladiators.ru Bceraa sanpewate &
vkontakte.ru Bcerna sanpewats W

10 | CTpaHuua 1 DDE} E

Domains lists files for filter group

I | [ Hawmm |
Description Categories File Action
Blacklist =2 Blacklist Download W
Shallalist B Shallalist Download | ra
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Moanucka

HTTP npokcu
Ofwne

¥npasnexne nonocoi
NpoNycKaHua

NonuTrka ofbexkTos
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Npodunu brneTpa
Traffic Shaping

RADIUS
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CaMble NonyNApHbIE ’ Ha4anbHaa cTpanvua Eil NeHTa HoBoCTEH

TpynnoBble NOMMTHKH  (nokasarb nosous)

Crnmcok rpynn
dp NofiaeuTe HoBOE

YAaneHHan naHens YNpasnesta cayxBann

Bhixog

COXpaHnTe M3MEHEHWA

I l [ Harm |

Tpynna Monwntuia flepvog BpemMenu odunb dunsrpa Action
Teachers ‘ PaspewnTs all time default WeV

9b PaspewnTs 09:00-14:30 MTWHA usuarios Ws™Y

9a PaspewnTs 09:00-14:30 MTHFA usuarios WMDY

8-a ‘ Paspewnts 09:00-14:30 Tuesday usuarios U X

11b PaspewnTs 09:00-14:30 MW usuarios U X

1la PaspewnTs 09:00-14:30 Thursday usuarios wsN™Y

usuario 3anpeTute All time default Ws™Y

Alurnos ‘ 3anpeTute all time usuarios BsNVY

Administracion PaspewnTs all time default L 74 X 7
Administradores_domen PaspewnTs All time. default WA
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MOHUTOPUHT U aHANU3 UHTEpPHET TpaduKa nonb3oBaTeneun

C moMoIIbI0 MHCTPYME@HTa MOHHTOPHHTA TpadHKa
MOJIb30BaTeJIeU Ha cepBepe MPOKCHU OCYyLIeCTB/SIeTCSI KOHTPOJIb
KOHTEHTAa ¥ OOHOBJISIETCS YePHBIN CITMCOK aIMUHUCTPATOPA
cepsepa.

[TpoBepsieTcst TpadUK ¢ TOMOIIBIO MHTETPUPOBAHHOTO
AHTHUBHUPYCA Ha cepBepe NPOKCH.

[TpoBepsieTcst 6a1laHCHpOBaHME KaHAA.

[TpoBOAUTCSI OOHOB/IEHUE CUCTEMBI

ABTOMaTH4YeCcKoe COXpPaHE€EHHE HACTPOEK Ha o0OJ1ake C
YBEOJOMJICHUEM aIMWUHUCTPATOPA I10 e-mail.



—

O6yueHune yuutenem rmmHasum no sonpocy npumeHeHua Crno
Ha ypoKax (mapt 2011).

HaBbIkM Kak nmonb3oBarensd Linux.

[Taker OpenOffice (PemaxTop TekcToB, [TpesenTariys).
Gimp.

ApXuBaTop 7-Zip.
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